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TENNESSEE ANNOUNCES MULTI-STATE SETTLEMENT WITH THE TJX COMPANIES, INC. OVER 
MASSIVE DATA BREACH 
 
Attorney General Bob Cooper and Division of Consumer Affairs Director Mary Clement, together 
with 40 other State Attorneys General today announced a settlement with the TJX Companies, Inc., 
totaling $9.75 million dollars.   
 
The agreement between the parties, filed in Davidson County Circuit Court today, resolves an 
investigation concerning TJX’s data security practices following a massive data breach that placed 
consumers’ personal data at risk, nationwide.  TJX acknowledged in public filings that as many as 
45.7 million card numbers may have been compromised by the breach. TJX has agreed to pay $9.75 
million to the states and to implement and maintain a comprehensive information security program 
to address weaknesses in TJX’s computer security systems in place at the time of the breach.  Under 
the terms of the settlement, Tennessee stands to receive over $340,000. TJX cooperated fully in the 
States’ investigation.   
 
“We were pleased to serve on the steering committee to resolve this case,” Attorney General Cooper 
said. “Unfortunately, computer hacking is a reality in today’s commercial marketplace. Consumers 
need to remain vigilant against identity theft. Likewise, we expect retailers of all sizes to take 
adequate steps to protect the sensitive information of their customers.”  
 
 “Even though this breach did not occur due to consumer negligence, consumers need to be 
reminded to keep their personal information secure and confidential," Clement said. "If contacted 
by a retailer that a breach has occurred, consumers can then make informed decisions as to the 
steps they need to take to protect their identity." 
 
A coalition of 12 Attorneys General, which included Tennessee, conducted an extensive 
investigation into TJX’s data security policies and procedures that were in place when the breach 
occurred in 2007. TJX announced at that time that certain persons had obtained unauthorized 
access to its computer systems enabling them to seize cardholder data and other personally 
identifiable information. That investigation uncovered a number of vulnerabilities and flaws in 
TJX’s data security systems that may have facilitated the unlawful intrusion and allowed it to last 
undetectedfor too long. TJX has since taken significant steps to improve their data security. 
 
Today’s settlement reflects the lessons learned from the breach.  The settlement is the most 
comprehensive relief achieved to date following a data breach investigation. The settlement 
ensures that TJX will employ a comprehensive “Information Security Program” that assesses 
internal and external risks to consumers’ personal information, implements the safeguards that will 
best protect that consumer information, and regularly monitors and tests the efficacy of those 
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safeguards.  TJX also will report regularly to the Attorneys General on the efficacy of its program, 
after obtaining a third-party assessment of its systems.  
 
Apart from actions by retailers to secure sensitive data, consumers can take several steps to protect 
themselves from identity theft. General Cooper and Director Clement suggest the following tips: 
*Secure your mail.  Pick it up daily to minimize the risk of being stolen.  Ask the Postal Service to 
hold your mail if you are going out of town.  Make sure to shred sensitive correspondence such as 
credit card offers.  Place outgoing mail in a U.S. Postal Service mail receptacle, rather than your own 
mailbox. 
* Secure your personal information and documents such as Social Security numbers and birth 
certificates in a safe deposit box. Shred charge receipts, copies of credit applications, insurance 
forms, physician statements, checks and bank statements and credit card offers you receive in the 
mail that you do not need. 
*Carry only the credit or debit cards you need to use at the time. Leave the others in a secure place. 
*When in public, be aware of people around you who may be trying to read the numbers on your 
cards or checks.  The thief does not have to be behind you in line to obtain these numbers.  
*Pick up new checks at the bank rather than having them delivered to your home mailbox.  
*Monitor your billing statements or account statements regularly, and immediately report any 
fraudulent activity. 
For other tips, see the Attorney General’s information webpage at 
tn.gov/attorneygeneral/cpro/ptheft.htm. 
 
Consumers who believe they may have had their identity stolen, should complete the online 
complaint form at http://www.state.tn.us/consumer/consCompFrm.html or call 1-800-342-8385 
to report identity theft.   


